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Maxana xubep@usuxanvix cucmemanapObiH MaarbIMammoiK
Kooncysoyey keueeuyne apuaneat. Meinoail cucmemanapovli maa-
TLIMAMMBIK. KOONCY30yeyHA OQUAaHbIWMYY He2us3eu Cypooiop Ka-
panam: «4abyyn dezen smue?y, «Kum xon canam?y», «Anap smme
YuyH Ko canviuwam?y, «Kaumun xon canviwam? scaua, «O3ynoy
Kaumun Kkopeoo Kepek?». Kubepgusuxanvix cucmemanapovin
AHBIKMAMACH] HCAHA KAACCUDUKAYUACHL OEPUUN, KOI CATYyUyaap-
ObIH KNACCUPUKAYUACHL KUPYYHYH MYPY, MYMKYHOYK ALYy bIKMA-
Cbl, HUemu, OUTUMU JHCAHA PeCYPCMapbl CIAKMYY MYHO300MONep-
OyH Heeuzunde cynywmanean. Maxanada owionooil sne ap KaHoai
MYHO300MO0pY DOIOHUA KON CANYY ApAKemmepUuHUH Kiaccupuxa-
yuAcwl mankyynanam. Kop2oo bikManapuiubin Jcana Kapaxcamma-
PbIHbIH Kraccugukayusacel cyHywmanam. Kubepgusuxanvik cuc-
memanap az OmKOpyy HCOHOOMOYYAY2YHYH WapmmapulHOd a3 oH-
OYPYMOYYAYKMO2Y MY3YAYUMOPOYH HESUSUHOE ULUME2EHOUKMEH,
MUIHOQU CUCMeManap KOONCy30YKMyH JCemuiumyy O0eHeanuHe 33
amec. Byn munmeau cucmemanap uewyyuy munoemmepout 032040-
JYeYHOH yaam anapoa uuike AuiblpblieaH KOONCY30YK 4apanapbl
OUpUHYU Ke3eKme JCO20PKY HCeMKUNUKMYYAYKMY HCAHA UUEHUM-
OYYNYKmMY Kamcbl3 Kbliyyea OazbimmanzaH. Maxananvin unumuil
Maanucu npeomMemmuk 4otupeoocy uzui00oropoyH yuypoazsl aoa-
JbIH CUCTEMANAWMBIPYYOd.

Hezuszzu ce30ep: uabyyiuy mooenu, 4abyyn xiacooyy apa-
KemmepouH Mooenu, KOP2OOHYH bIKMACbL, KOP2OOHYH Kapajicam-
mapul, MaaneIMammulK KOONCY30VK, Kubep@usuKaiblk cucmema,
4aOyyIuyHyH MAKCAMbL.

Cmamws noceswena npobneme ungopmayuonHou bezonac-
Hocmu kubepusuveckux cucmem. Paccmompenwt ocnosnvle 6on-
POChL, CA3AHMbBLE C UHPOPMAYUOHHOU DE30NACHOCBIO MAKUX CUC-
mem: «4mo maxoe amaxa?», «Kmo amaxyem?», «llouemy ama-
kyrom?», «Kax amaxyiom?» u «Kak sawumumo cebs»? Bvi oa-
Hbl onpedenenue U Kiaccuurayus KuOep@u3uyeckux cucmem,
npeonodcena Kiaccuurayus 310YMblUIeHHUKO8 N0 MAKUM Npu3-
Hakam, KaKk mun 00Cmynda, Memoo 00Cmynda, HamepeHus, 3HAHUsL U
pecypevl. B cmamve makoice paccmompena knaccugpukayus Hac-
MYNAMenbHbIX Oelucmeuti no ux pasiuyHsiM npusHaxam. IIpeono-
JIcena Knaccugurayus Memooos u cpeocmes sawumol. B cesazu ¢
mem, Ymo Kubepusuueckue cucmemvl QYHKYUOHUPYIOM HA OCHO-
6 MAIONPOU3BOOUMENLHBIX YCMPOUCME 8 YCA0BUAX HUKOU NPO-
NYCKHOU CROCOOHOCMU, maKue cucmemvl He 001adaiom 0ocma-
MOYHbIM YpOsHeM OeszonacHocmu. Beudy cneyugpuxu 3adau, pe-
WAEeMbIX IMUMU MUNAMU CUCTEM, Peau308aHHble 8 HUX Mepbl Oe-
30NACHOCMU HANPAGICHbL, NPedlcoe 8ce20, HA 0becneyeHue 8blco-
KoUl oocmynHocmu u Haoexcrhocmu. Hayunaa snawumocms cma-
MbU 3aKNIOUACMCA 8 CUCEMAMU3AYUU COBDEMEHHO20 COCMOANUSA
ucciedosaruil 6 npedMemHol ooracmu.

Kniouesvie cnoga: modens 310y MblleHHUKA, MOOeb ama-
KYIOWUX 0eticmeuil, Memoo 3aujumsl, cpeocmea 3auumsl, uHpop-
MayuouHasn bezonachocmy, kKubepgusuveckas cucmema, yens 310-
VMbIUTIEHHUKA.
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The article is devoted to the problem of information security
of cyber-physical systems. The main questions related to the infor-
mation security of such systems are considered: “What is an
attack?”, “Who attacks?”, “Why do they attack?”, “How do they
attack?” and “How to protect yourself”’? A definition and classifi-
cation of cyber-physical systems were given, and a classification of
attackers was proposed based on such characteristics as type of
access, access method, intentions, knowledge and resources. The
article also discusses the classification of offensive actions accor-
ding to their various characteristics. A classification of methods
and means of protection is proposed. Due to the fact that cyber-
physical systems operate on the basis of low-performance devices
in low-bandwidth conditions, such systems do not have a sufficient
level of security. Due to the specific nature of the tasks solved by
these types of systems, the security measures implemented in them
are aimed, first of all, at ensuring high availability and reliability.
The scientific significance of the article lies in the systematization
of the current state of research in the subject area.

Key words: attacker model, model of attacking actions, me-
thod of protection, means of protection, information security, cy-
ber-physical system, attacker's goal.

Introduction. A cyber-physical system (CPS) is a
system that can effectively integrate cyber and physical
components using modern sensor, computing and
networking technologies. From CPS and cyber-social
systems (CSS) has emerged a new computing paradigm
known as cyber physical-social or physical-cyber-social
computing. Cyber-physical-social systems (CPSS) ex-
tend CPS to include social space and features of human
participation and interaction. The wide application of
TSS is associated with the concept of Industry 4.0,
which organizes the process of combining technology
and knowledge, ensuring reliability, consistency and
control without human intervention. The main technolo-
gy trends that form the basis of CPS include: Internet of
Things, Big Data, smart technologies, cloud computing,
etc. CPS systems are the basis for the development of the
following areas: smart manufacturing, smart medicine,
smart buildings and infrastructure, smart cars, mobile
systems, defense systems and weather surveillance sys-
tems. The rapid growth in the use of CPS applications
raises a number of security and privacy concerns. Due to
the wide application of wireless technologies for the col-
lection and transmission of data and control commands,
where a wireless sensor network (WSN) is used, the
need for the development of information security sys-
tems in the industry is increasing.
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Scientific innovation. Scientific novelty of the
obtained results:

1. A method is proposed based on the cluster analy-
sis of the called system functions for the initial assess-
ment of the potential danger of the program execution
paths, which allows to prioritize them and reduce the set
of analyzed paths.

2. It was proposed for the first time to use machine
learning with reinforcement to solve the problem of opti-
mization of the choice of execution paths when analy-
zing dynamic software.

3. A system of reliability and criticality indicators
is proposed, which allows detecting the execution of po-
tentially dangerous operations during the dynamic analy-
sis of software.

Conditions and methods of research. While wor-
king on the article, the author tried to comprehensively
systematize all sources and information based on the
analysis, to create a comprehensive picture of the topic.
In the research process, scientificity, objective attitude to
the processes, their comparative analysis were chosen as
the main research methods.

Results and discussions. A cyber-physical system
is a complex system consisting of computing and physi-
cal elements that constantly receive information from the
environment and use it to further optimize management
processes [1]. An example of such a system can be:
«smart» home, «smart» city and other «smart» automa-
ted control systems. The main feature of cyber-physical
systems is the connection of physical production proces-
ses or other processes that require continuous real-time
control with software and hardware systems [2].

The Internet of Things (IoT) is a dynamic distribu-
ted environment that connects many intelligent devices
capable of sensing the environment and performing
appropriate actions [3]. Such devices make it possible to
monitor the state of the external environment, collect in-
formation about the real world, and create ubiquitous
computing systems in which every device can communi-
cate with every other device in the world, regardless of
where it is located.

The concept of cyber-physical systems is often con-
sidered together with the concept of the Internet of
Things. Both types of systems have similar elements, but
cyber-physical systems are a broader concept and have a
more complex architecture. The main similarity of the
architectures is that there is a sensor network at the bot-
tom level of cyber-physical systems and IoT systems. A
sensor network is a dynamic, self-organizing and distri-
buted network of sensors and actuators. It is designed to
solve automation, diagnostics, telemetry and machine-to-
machine interaction problems. A sensor network should
be easy to build and manage, not require frequent main-
tenance, have high fault tolerance and reliability, and
should be easily scalable [4].

The sensor network data transmission technology is
selected depending on the range and power consumption,
noise level and device performance requirements. At
first glance, many wireless standards used in sensor net-
works have similar properties, but these standards are
designed to solve different problems and behave diffe-
rently accordingly. Table 1 shows a comparative table of
popular standards.

Table 1
Comparative characteristics of wireless communication standards for sensor networks
Wireless technology (standard) Bluetooth Wi-Fi ZigBee LoRa Z-Wave
(IEEE 802.15.1) | (IEEE 802.11b) (IEEE 802.15.4)
Frequency range, GHz 2,4-2,483 2,4-2,483 2,4-2,483 2,4-2,483 0,8-0,9
Bandwidth, kbit/s 723,1 11 000 250 10 50 1o 100
Protocol stack size, KB More 250 More 1000 32-64 64 64
Continuous battery life, days 1-100 0,5-5 100-1000 365-1000 90-700
The maximum number of nodes in the 7 10 65 536 1000 232
network
Operating range, m (average values) 10-100 20-300 10-100 500 40-100
Areas of application creation created local From a distance Remote data |Remote monitoring
private networks networks monitoring and contro] | ransmission and control

As sensor network devices have to operate for a long
enough time under harsh conditions, this imposes limi-
tations, affecting their size, data transmission range and
power consumption. In addition, depending on the tasks to
be solved, up to several thousand devices are required.
Therefore, such devices have low cost, low productivity
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and operate under conditions of low throughput [4].

The security of sensor networks is affected by the
lack of intrusion detection, authentication and encryption
mechanisms. Due to the low productivity and cost of the
devices, security measures and mechanisms are usually
greatly simplified, which makes these devices vulner-
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able. All of the above factors affect the attacker's ability
to penetrate the sensor network with minimal costs [5].

The tasks solved by the sensor network require it to
meet the following characteristics: autonomy, reliability,
fault tolerance and scalability. In some cases, the task
may be to collect and analyze data in real time, which
imposes additional latency requirements. Therefore, se-
curity measures implemented in sensor networks are
aimed at ensuring high availability: providing stable
communication channels, establishing optimal routes,
protecting against external influences, etc.

Bluetooth. The Bluetooth network has a star or mesh
topology and uses the high-density 2.4 GHz band, which
causes interference during communication. The Bluetooth
standard's support for a small number of nodes in a net-
work limits system developer in complex building sys-
tems. A Bluetooth-based sensor network is not a reliable
solution. However, the widespread adoption of this stan-
dard makes it extremely easy to interact with sensor net-
work end devices using personal mobile devices. The
Bluetooth standard covers all layers of the OSI model.
This standard supports both network-level and applica-
tion-level message authentication and encryption mecha-
nisms, but has a number of significant weaknesses [6].

Wifi. A Wi-Fi network has a centralized structure
and therefore has a single point of failure, as the typical
topology of a Wi-Fi network is a «star» or «tree». The
failure of one router disrupts the normal operation of the
entire network. The mechanism of adding new nodes
does not allow flexible scaling of the sensor network.
High Wi-Fi network bandwidth is associated with high
energy consumption. The speeds offered by the Wi-Fi
standard are excessive for a sensor network; low energy
consumption is more important to him. Despite the wide-
spread use of this wireless standard, there are cheaper
solutions that do not have these drawbacks. But the Wi-
Fi network has a significant advantage - the ability to use
data security tools that are used to protect regular local
networks. Wi-Fi covers only the physical and data link
layers of the OSI model; accordingly, system developers
have the ability to flexibly configure and use protocols
of other layers. However, this reduces the compatibility
of devices from different manufacturers with each other
[4].

ZigBee. The ZigBee network has a mesh topology.
There are two security models in ZigBee network:
distributed model and centralized model [1]. Both securi-
ty models use AES-128 encryption at both the network
and application levels. ZigBee also provides integrity
checking using the Message Integrity Check (MIC)
mechanism. However, to connect to a ZigBee network, a
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pre-configured global toggle switch with a default value
is used. This key is used to ensure compatibility between
ZigBee devices from different manufacturers. To in-
crease the level of security, it is necessary to register a
non-standard key on all devices in the ZigBee network,
otherwise the network will be vulnerable to attacker pe-
netration. An attacker can also capture the network layer
key or physically remove it from the device firmware.
Application-level encryption is also vulnerable, as this
key can also be compromised [1].

LoRa. LoRa forms a network with a star topology
and covers all layers of the OSI model. LoRa provides
confidentiality of transmitted data using AES encryption
at several levels: at the network level using a unique net-
work key (EUI64); end-to-end security at the application
level using a unique application key (EUI64); device pri-
vate key (EUI128). However, LoRa technology also has
its weaknesses [1].

Z wave. The Z-Wave network implements a mesh
network topology. This fact, together with the use of the
less loaded 0.8-0.9 GHz range, the availability of self-
healing mechanisms (Explorer Frame procedure) and the
establishment of optimal delivery routes, make Z-Wave
one of the most reliable solutions. sensor network. Z-
Wave also covers all layers of the OSI model. Z-Wave
uses its Security 2 [2] security standard, which supports
AES-128 encryption and uses mechanisms to connect
new devices to the network using PIN codes and QR
codes so that an attacker cannot disconnect and go on-
line. The use of the Elliptic Curve Diffie-Hellman proto-
col for key exchange also significantly increases the se-
curity level of the Z-Wave network. However, like any
other technology, it has its weaknesses [3].

Application layer protocols. The most commonly
used application layer protocols in cyberphysical sys-
tems are MQTT, CoAP, AMQP, DDS, and XMPP.
MQTT and CoAP are particularly suitable for services
that require data collection (such as sensor updates) on
limited systems. In contrast, AMQP, DDS, and XMPP
address specific service requirements, namely business
messaging, instant messaging, and presence detection
and real-time messaging.

When it comes to security services, there are many
solutions that ensure the integrity and confidentiality of
data exchange, provide authentication and authorization
mechanisms. Messaging protocols typically support both
standard and custom security services. Based on this, it
is up to developers to implement appropriate security so-
lutions. Table 2 below shows the capabilities of previ-
ously reviewed protocols in the field of encryption, au-
thorization and privacy [3].
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Table 2
Summary of security services supported by messaging protocols
Protocol Identification Authorization Privacy
SASL Sp* Sp* TLS DTLS
MQTT + +
CoAP +
AMQP + +
DDS + + +
XMPP + + +

From the above information, it is clear that encryp-
tion mechanisms exist in all messaging protocols. For
example, confidentiality is provided by standard services
such as TLS and DTLS, and authentication and authori-
zation mechanisms are based on standard (i.e. SASL) or
custom solutions.

It is important to note the lack of some security
mechanisms during development:

» message delivery: the publisher sends messages
that cannot be delivered due to lack of subscribers. This
vulnerability could lead to a significant reduction in
brokerage activity;

* message verification: Broadcaster sends messages
containing illegal characters which are misinterpreted by
brokers and subscribers. it is possible that this vulnerabi-
lity can be used to perform various malicious attacks;

* message encryption: clients and servers exchange
messages in clear text, which allows an attacker to
eavesdrop and falsify messages in transit. This vulner-
ability can be exploited to perform man-in-the-middle
(MITM) attacks [5].

Analysis of CVEs affecting MQTT-based products
and services revealed approximately 60 CVE vulnerabi-
lities. In particular, spoofed MQTT messages can easily
cause brokers to not respond to requests. For example, a
malicious MQTT client could cause a stack overflow
simply by sending a SUBSCRIBE packet containing at
least 65,400 "/" characters (CVE-2019-11779). Similar-
ly, a CONNECT packet combined with a malformed
SUBSCRIBE request packet can be used to launch a de-
nial-of-service (DoS) attack against the broker (CVE-
2019-6241).

Other security issues relate to authentication and
authorization categories, as in clients setting usernames
to "#", thereby bypassing access control and subscribing
to all MQTT topics (CVE-2017-7650).

In addition, an actual denial-of-service attack aimed
at making the broker unresponsive or even crashing can
be performed by sending large messages or messages
with a high QoS level. In addition, unauthorized publica-
tions intended to physically damage or disable IoT devi-
ces can be accomplished using privileged messages that
give an attacker remote control over these devices. Thus,
the discussed security threats can seriously affect the
MQTT-based network and endanger the availability and
privacy of the data circulating there.
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To address security threats, the MQTT standard
lists mechanisms that must be included in an MQTT im-
plementation, namely:
user and device authentication;
authorization of access to server resources

— Integrity of MQTT control packages and pro-
gram data;

— Confidentiality of MQTT control packets and
application data.

For each of these mechanisms, the standard provi-
des some general recommendations (eg, authenticating
long-running sessions, preventing subscriptions to all
threads, using a VPN). However, these countermeasures
apply to simple scenarios, ie. For more sophisticated at-
tacks, these measures may be insufficient or simply
useless [3].

Although the use of TLS is highly recommended by
the MQTT standard to ensure secure communication,
TLS does not solve all security problems. Older versions
of TLS, its misconfiguration, and the use of weak cipher
suites make the protocols vulnerable to security attacks.
In addition, implementing TLS requires significant com-
puting power and network bandwidth, which may simply
not be available in compute-constrained [oT networks.

CoAP supports the use of Datagram Transport
Layer Security (DTLS), a UDP implementation of the
TLS protocol that provides equivalent security guaran-
tees. DTLS binding for CoAP is defined in terms of four
security modes that differ in authentication and key
agreement mechanisms and range from no security to
certificate-based security. That is, when using them, the
task is to find an optimal compromise between perfor-
mance/energy constraints and safety requirements. Of
course, the lack of appropriate security services may
allow an attacker to easily compromise CoAP environ-
ments [4].

Ensuring the security of cyber-physical systems.
Availability, reliability, and integrity trump privacy be-
cause of the potential impact on the physical world.
Strong encryption and authentication systems can result
in unacceptable delays. It is necessary to implement se-
curity measures on the entire system infrastructure, not
on individual devices.

Firewall, antivirus protection, intrusion detection
and prevention tools, etc. Traditional security tools such
as [oT are often ineffective for protecting IoT infrastruc-
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ture due to the specificity and difficulty of analyzing sys-
tem-generated traffic and the interoperability of devices.
directly with each other. friend over a wireless connec-
tion [7]. At the same time, the cyber-physical system
should be resistant to intrusions, have backup routes for
the delivery of information, and have mechanisms to
detect and combat the actions of attackers: network
penetration, frame distortion, node switching, etc.

Interference resistance is achieved by sound-immu-
ne transmission. A mesh network topology assumes
multiple delivery paths, but the topology must be desig-
ned in such a way that there are redundant delivery paths
for each node.

Generally, for cyber-physical systems, an intrusion
detection system collects traffic or its statistics and com-
pares the collected data to a standard. Any deviation
from the standard may indicate an attack:

— Changing the number of nodes in the network.
This directly indicates the presence of an illegal node.

— Changing the strength level of the node signal.
A sharp change in the level of the received signal may
indicate a replacement of the transmitter node.

— Changing data delivery routes. Most cyber-phy-
sical systems have a mesh topology, and one of the crite-
ria for choosing a delivery route is signal quality. The-
refore, a change in the route can add a new node or chan-
ge the existing one and affect the transmission quality
accordingly.

— Increase or decrease the number of frames,
change the type of traffic. In cyber-physical systems, no-
des usually generate the same type of traffic, so changes
in the volume and type of traffic, such as an increase in
the number of service packets, can indicate the presence
of an attacker.

— Network performance degradation. Reduced
throughput and increased latency may also indicate the
presence of an attacker on the system.

— Reducing or increasing the response time to
requests. This fact may indicate that the legitimate node
is replaced by a more productive device, for example,
when requests are answered faster.

— Changing the deadlines for sending data. Nodes
in cyber-physical systems, as a rule, work for certain pe-
riods of time, often in a mode of low power consump-
tion. Accordingly, the activity is anomalous during pe-
riods that are not characteristic of the node.

It is clear that each deviation parameter can give
wrong results individually, so they should be used to-
gether.

The following encryption algorithms should be
used to ensure the confidentiality and authenticity of
messages. [6], the Wenbo scheme focuses on system
delay requirements, as well as energy efficiency require-
ments and low performance of end devices. The deve-

lopment of such solutions is currently one of the popular
areas of research.

Conclusion. Due to the fact that cyber-physical
systems operate on the basis of low-performance devices
in low-bandwidth conditions, such systems do not have a
sufficient level of security. Due to the specific nature of
the problems solved by these types of systems, the secu-
rity measures implemented in them are primarily aimed
at ensuring high availability and reliability.

Wireless communication, network topology, low
performance, high energy consumption requirements -
all this leads to the fact that traditional security measures
cannot be applied to cyber-physical systems. However,
the use of noise-resistant transmission technologies, the
redundancy of data delivery paths, the analysis of the
system for anomalies, the use of encryption algorithms
from the class of «light» cryptography, as well as the use
of authentication schemes for low productivity. systems
can significantly increase the security level of a cyber-
physical system.

There is another approach to protection - moving
target protection technology. This technology does not
limit the actions of the attacker, but it does not allow him
to obtain long-term information about the system, based
on which he can effectively plan his attack.
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